
 
 

 
 

Annex B 

 

TERMS OF REFERENCE FOR COMMITTEE OF INQUIRY  

INTO THE SINGHEALTH CYBERSECURITY ATTACK ON OR AROUND 27 JUNE 

2018 APPOINTED UNDER SECTION 9 OF THE INQUIRIES ACT (CAP 139A) 

 

The COI’s Terms of Reference are to: 

1. Establish the events and contributing factors leading to the cybersecurity 

attack on Singapore Health Services Private Limited (SingHealth)’s patient 

database system on or around 27 June 2018, and the subsequent exfiltration 

of patient data therefrom; 

2. Establish how the Integrated Health Information Systems Private Limited (IHiS) 

and SingHealth responded to the cybersecurity attack; 

3. Recommend measures to enhance the incident response plans for similar 

incidents; 

4. Recommend measures to better protect SingHealth’s patient database system 

against similar cybersecurity attacks; 

5. In light of the cybersecurity attack and the findings above, recommend 

measures to reduce the risk of such cybersecurity attacks on public sector IT 

systems which contain large databases of personal data, including in the other 

public healthcare clusters; 

6. Conduct itself in accordance with the provisions of the Inquiries Act, with the 

discretion to determine which, if any, part(s) of the inquiry shall be held in 

public, and consider the evidence put before the COI as led by the Attorney-

General or his designates; and 

7. Make and submit a report of its proceedings, findings and recommendations 

to the Minister-in-Charge of Cybersecurity by 31 Dec 2018. 

 


