
From: Richard Neo  

To: MCI DataRegulation (MCI) 

Subject: Re: Feedback on draft PDP (Amendment) Bill 

Dear Sir/Madam, 

Here attached are the following: 

1) Comments on the draft PDP (Amendment) Bill ;

2) Annex which contains the supporting materials.

Thank you very much. 

With Regards, 



[Document subtitle]



Summary of major points 

1) Having a whitelist of types of crucial personal data that could result in

significant harm to individuals will be helpful but the list may not be

exhaustive and will need to evolve along with technology like facial

recognition technology which are increasingly being used to capture

important and confidential biometric data.

2) Inclusion of non-government organisations acting on behalf of

government organisations in the application of the DP Provisions of the

PDPA will bring fairer treatment of non-government organisations

handling data from public or private sector in terms of enforcement and

penalty imposition.

3) Increased financial cap may have the effect of reminding

organisations handling personal data but it may not be effective if the

there is any organisation situated outside Singapore in a jurisdiction

which does not have equivalent or reasonable personal data protection

legislations or compliance culture.

4) Statutory undertakings may need additional safeguards by including

clauses stating personal liability of director or signatory who represent

the organisation to engage the service of foreign organisations or

companies in the provision of goods and/or services to the government

or non-government organisation(s) with/without informing the

government or non-government organisations.

5) The suggested improvement in control over unsolicited marketing

messages sent to IM platforms is in encouraging move but companies

should ensure there are options available in the IM platforms for users to

select to receive or reject all or some marketing messages. Also,

companies using those foreign apps for work purposes should be made

aware of the privacy risks that come with their uses.



Statement of Interest 

I am a member of the public who has gone through the Practitioner Certificate in 
PDP Preparatory Course and passed the examination for The Practitioner 
Certificate in Personal Data Protection (Singapore).  Personal data protection is 
one area that I have an interest in in addition to the current data analytics course I 
am taking. Furthermore, I have real life experience of how my own personal data can 
be potentially compromised (e.g. My personal data is leaked during Singhealth 
hacking incident).  

In addition, from the news, I have learnt about the real-life incidents where personal 
data is hacked, misused and even put on sale on the Dark Web. Such incidents are 
relevant to everyone, including me. As such, I do hope to contribute my part in 
enhancing the protection of personal data of many and exploring the possibility of 
increasing the accountability and responsibilities of service providers who handled 
personal data directly or indirectly especially in Government or Government-linked 
projects.  

I think paying special attention to the presence of foreign service providers or sub-
contractors who work along with the local ones is necessary as equivalent data 
protection and reciprocal arrangements may not exist in foreign jurisdictions. The 
local laws may not have arms long enough to reach these in foreign jurisdictions and 
hence I do wish to contribute my own ideas for your considerations.  



Note: The text highlighted in orange are my comments while the 

parts I will be commenting on will be in black italic format. The 

part(s) highlighted in red are those that I wish to request to not be 

published.   

1) With reference to the following:

18. MCI/PDPC also intends to prescribe in Regulations categories of personal data which, if

compromised in a data breach, will be considered likely to result in significant harm to the

individuals. This makes clear the types of data breaches that organisations will be required to

notify affected individuals. Several jurisdictions have adopted a similar “whitelist” approach

for data breach notification to affected individuals and/or the authorities11. Examples of data

categories prescribed by other jurisdictions include social security numbers, drivers’ licence

numbers, state identification numbers, credit/debit card numbers, health insurance

information and medical history information.

Comments:  With increasing use of facial recognition technology in payment, 

unlocking devices and doors, the whitelist should also include biometric data 

like facial images and thumbprints, both of which appear on NRIC too. The 

facial image of a particular individual can be used to identify the real person 

directly, fabricate fake news, enable authorised entry for another person 

(intruder), effect e-payments via mobile apps for expenses incurred by 

someone else etc.  If the collection, storage, transfer and use of biometric data 

are not adequately regulated, I believe more may appear in the Dark Web for 

sale. Identity thefts, deepfake creation and financial loss will then be 

increasingly common. (Please refer to Annex: Picture A & Picture B) 

In addition, I noted the use of facial recognition devices in some shopping 

centres and other places like the Parliament. Are the contractors who supply 

such devices compliant with the current PDPA and willing to sign any written 

undertaking to take on greater accountability and possible liabilities should 

there be any data breach, hacking incident or data theft? Are there adequate 

safeguards and data protection procedures in place before the installation of 

such devices?  If these are absent, will a major data breach incident happen 

that could taint Singapore’s reputation as a safe location for data centres to be 

located in? (Please refer to Annex: Picture C) 

My suggestion to enhance the accountability of such suppliers and sellers is 

to make it mandatory for the suppliers and sellers of those facial recognition 

devices to apply for and obtain license to sell those devices in Singapore so 

that the government can regulate the increasing use of such devices which 

can capture and store a lot of biometric data that could directly identify many 



individuals. By using a licensing framework, the firmware and designs of such 

devices can be inspected for any security loophole. Nevertheless, I do 

acknowledge that this is not within the purview of PDPC but ensuring personal 

data security is a multifaceted issue and it may require the collaboration of 

various government departments to achieve the objective of better personal 

data security effectively and efficiently.  

2) With reference to the following:

Removal of exclusion for organisations acting on behalf of public agencies 

27. Currently, under section 4(1)(c) of the PDPA, an organisation in the course of acting on
behalf of a public agency in relation to the collection, use or disclosure of personal data is
excluded from the application of the DP Provisions of the PDPA.
28. In line with the PSDSRC recommendations, the PDPA will be amended to remove the
exclusion for organisations that act on behalf of a public agency in relation to the collection,
use or disclosure of personal data. This will close the legislative gap where non-Government
entities acting as agents of Government are not covered under the PDPA or the Public Sector
(Governance) Act 2018 (“PSGA”), and ensure the accountability of third-parties handling
Government data according to the PSDSRC recommendations. It will also provide clarity and
consistency in the enforcement of data breaches involving non-Government entities.
29. Please refer to clause 3(a) of the draft PDP (Amendment) Bill.

Comments: This could make third parties (main contractors and sub-contractors 
handling Government data more accountable without prejudice or suspected 
protection as compared to those handling non-Government data. Moreover, the 
Government data may include a larger proportion of the Singapore population 
than those in the private sector and hence, the accountability of the third parties 
involved in such a case should be aligned to the magnitude of the data volume 
that is at risk of being leaked and thereby affecting more people.  

3) With reference to the following:

Increased financial penalty cap 

58. Under section 29(2)(d) of the PDPA, PDPC may impose a financial penalty of up to S$1
million for data breaches under the PDPA. The amendments will increase the maximum
financial penalty to (i) up to 10% of an organisation’s annual gross turnover in Singapore; or
(ii) S$1 million, whichever is higher.

59. The higher cap will serve as a stronger deterrent, and provide PDPC with more flexibility in
meting out financial penalties based on the circumstances and seriousness of a breach. The
higher cap will also be closer to that of other jurisdictions, such as EU and Australia. For
example, the EU GDPR provides for a revenue-based maximum financial penalty (€20 million
or 4% of the entity’s global annual turnover of the previous financial year, whichever is
higher). The higher cap is also aligned with other relevant Acts 21.

Comments: The higher financial penalty cap could likely attract more attention of 
many non-government organisations which handle large amount of personal data 



and lack rigour in its data protection policies and procedures. Some may even 
think it is unimportant to protect personal data as they deem penalties under 
PDPA as less severe than those under other Acts  like Penal Code on Illegally 
obtained personal information and Criminal Breach of Trust or the PDPA is not as 
conspicuous as other Acts since it only took effect in phases since 01 January 
2013. So, raising the cap on the financial penalty under the amended PDP will 
have the desired effect of raising eye brows and attracting more attention from all 
organisations and individuals so that the importance of being compliant with 
PDPA will be better emphasized.  

4) With reference to the following:

Statutory undertakings 

64. Statutory undertakings allow a regulator to apply more flexible and individually tailored
approaches to enforcement. From PDPC’s experience, organisations that have in place a data
protection management plan will have an effective system for monitoring, internal reporting,
and management of data breaches. The implementation of the data breach management plan
can be the subject of a statutory undertaking. When coupled with mandatory breach
notification, statutory undertakings will further encourage organisations to adopt accountable
practices.

65. Several jurisdictions, such as Australia, Canada and the UK, offer undertakings as part of
their enforcement regime. Presently, PDPC accepts undertakings under its Active Enforcement
Framework22. The amendments will enhance the effectiveness of undertakings as an
enforcement mechanism. The statutory undertaking scheme will expand the range of options
for enforcing breaches of undertakings.

66. PDPC may investigate the underlying breach if the organisation fails to comply with the
statutory undertaking. Alternatively, a breach of a statutory undertaking will be enforceable by
PDPC directly through the issuance of directions. If the organisation fails to comply with these
directions, PDPC may apply for the directions to be registered by the District Court under
section 30 of the PDPA.

Comments: The statutory undertakings may not be adequately comprehensive if 
there are third parties (sub-contractors), situated in foreign countries, 
collaborating with the local main contractors or other sub-contractors (which 
might not be revealed) to handle the local Government or non-Government 
projects that could contain personal data. The direct or indirect involvement of 
these foreign entities may enable them to come into contact with such 
confidential personal data which could further increase the risks of data breaches. 
It may be more difficult to make them accountable or even prosecute them since 
they may be situated in a different jurisdiction with no comparable data protection 
and reciprocal arrangement.  



So, since the main contractors or the sub-contractors (especially those which are 
SMEs) are the ones who may engage the service of such foreign contractors or 
service providers, the former should be made accountable for it.  

One way to do this may be to include clauses in the written undertakings to hold 
the signatory or director(s) who signed on behalf of the organisations (local 
contractors) personally liable if there is a significant data breach incident caused 
by the foreign contractors and it is not possible to penalise these foreign 
contractors due to the absence of reciprocal agreement and comparable data 
protection in the countries they are located in.  The justification is that the 
signatory or the director, who acted on behalf, should exercise due diligence in 
knowing the foreign contractors well before engaging them and it is their duties to 
inform their engagement with essential details to the Government or non-
Government service buyers. If they wilfully withhold any such important 
information or provide false information in order to obtain the contracts, which 
could potentially affect personal data security and make enforcement difficult to 
carry out, they should be held personally liable with criminal intent to cheat or 
deliberately withhold crucial information for personal gains. In such a case, the 
organisations and individuals could be penalised separately under the PDPA and 
the Penal Code as well.  

An analogy is the Company Act which does not allow limited liability protection of 
a company (separate entity) to protect the personal wealth of the directors who 
act as signatories on behalf of the company when there is fraud and intent to 
cheat. So, should the PDPC hold the company responsible only when it is the 
signatories who represent the companies to sign the statutory undertakings? 
Certainly, contradiction should not happen.  

5) With reference to the following:

Improved controls for unsolicited commercial messages 

53. The PDPA’s DNC Provisions and the SCA’s Spam Control Provisions both aim to address

consumer annoyance and provide consumers with greater control over the unsolicited

marketing messages they receive. At the same time, they help ensure organisations

communicate more effectively with consumers who are interested to receive information on

offers of products and services. Technological advancements have fuelled the increased use

of marketing tools such as instant messaging (“IM”) platforms, making it easy to send

commercial communications to a large number of recipients.

54. As the PDPA and SCA impose  overlapping requirements on unsolicited marketing text

messages, MCI/PDPC has reviewed both legislation to make it easier for organisations to

comply with their requirements. The proposed amendments also take into account

developments in the current landscape. Specifically, MCI/PDPC intend to make the following

amendments:

a) SCA will cover messages sent to IM accounts: Unsolicited commercial messages sent

to IM accounts via platforms such as Telegram and WeChat are currently not covered by the

DNC Provisions and the Spam Control Provisions. To address this gap, the SCA will also

cover commercial text messages sent to IM accounts and in bulk. Please refer to clause 38 of

the draft PDP (Amendment) Bill.

[Redacted]



Comments: As an individual, I personally feel stricter regulations should be 

imposed on such foreign apps being used in Singapore as they may lead to 

scams, unsolicited marketing calls, prank calls and even malwares/viruses 

being installed in the smartphones without the knowledge of the installers 

since users need to grant access to the confidential information stored in their 

smart devices in order to use them.  

As we move to cashless society with more frequent use of mobile apps, the 

more the statutory laws here should enforce the use of such apps and 

accountability of those companies which require their staff to use it involving 

their personal data. Moreover, the creators or owners of such foreign apps are 

situated in foreign countries like China which may not have reciprocal 

agreement and comparable data protection laws, which will make it harder to 

penalise them when there is a significant volume of data leaks and breaches 

caused by them. (Please refer to Annex: Picture E) 

The only thing we can do to make the local companies and/or directors liable 

for introducing the use of such apps at the corporate and personal level 

correspondingly. Only then the local companies, especially the SMEs, and/or 

directors will be more aware of the importance of protecting personal data and 

being compliant with the local personal data protection laws which could be 

very different from those in some foreign countries where the apps come from 

instead of relying on their own personal interpretation of the data protection 

laws in those foreign countries. (Please refer to Annex: Picture F) 



Conclusion 

With the rapid advancement in technology, a lot of personal data becomes digitalised. 

They are more easily prone to hacking, data breaches, theft and misuse since network 

technologies, which make them easily transferable, may too inadvertently make them 

accessible worldwide if reasonable protection and good cyber hygiene are absent.  

Contractors and sub-contractors, especially those which are SME companies, which 

may not attach importance to personal data protection as much as the larger ones, 

and some foreign organisations, should bear greater responsibility and accountability 

for their involvement in handling significant amount of local personal data in both 

local Government and non-Government projects.  

So, the amendments to the PDPA are timely to deal with challenges of the digital 

economy. However, if a significant number of the SME companies do not take a 

serious view of the PDPA or hold the view that PDPA is not applicable to them due to 

their inconspicuously small size, then PDPA and PDPC may be perceived as two 

toothless tigers. Must we wait till more data breach incidents significantly affect the 

reputation of Singapore as a secured data centre (which is worth a lot more than the 

S$1 million penalty imposed for data breaches)  permanently before any further 

decisive actions can be taken? 

If Singapore wants to distinguish itself as a safe data centre from other competing 

countries, it will need to move forward in this race with the necessary legislations to 

give the investors better assurance and peace of mind. This can help strengthen and 

sustain a long-term confidence in Singapore as a reliable and relevant economy.  

 

  



Annex  
Picture A:     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Picture B:   https://www.channelnewsasia.com/news/commentary/faceaapp-sharing-photos-

facebook-social-media-deepfake-data-scam-11824208 

https://www.channelnewsasia.com/news/commentary/faceaapp-sharing-photos-facebook-social-media-deepfake-data-scam-11824208
https://www.channelnewsasia.com/news/commentary/faceaapp-sharing-photos-facebook-social-media-deepfake-data-scam-11824208


 

 

 

 

 

 

 

 

 



Picture C:   Source: https://www.straitstimes.com/world/europe/concerns-raised-over-leak-of-

biometric-data-in-uk 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Picture D:   Screenshot of odd phone number  

https://www.straitstimes.com/world/europe/concerns-raised-over-leak-of-biometric-data-in-uk
https://www.straitstimes.com/world/europe/concerns-raised-over-leak-of-biometric-data-in-uk


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Picture E:  

 

 



Picture F:   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 


